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o THREATS: ACTORS & 
TECHNIQUES

o RESOURCES

o REGULATOR VS 
INVESTIGATOR

o TAKEAWAYS

o CYBER SECURITY 
AWARENESS & 
EXAMPLES



HACKTIVIST CRIMINAL

Want Money
Well-organized 

& financed
Business email 

compromise
Ransomware
Identity theft

APT

Data exfil
Nation-state 

sponsored
Spear phishing 

emails
Technically 
advanced

TERRORIST

Destroy or 
Disrupt

Nation-states 
or ad-hoc 

groups

Similar to 
hacktivist

Cause mischief

Not organized

Release 
Data/PII

Low-tech social 
engineering



1) Research on a target, may look for Internet-facing services or individuals to exploit. 
2) Execute malicious code on the network (usually occurs through social 

engineering/spear phishing) or by exploiting a vulnerability
3) Attacker installs a persistent backdoor or malware
4) Attacker attempts to escalate their privileges 
5) Attacker explores the victim’s environment for better exploitation
6) Attacker uses access to move from system to system 
7) Attacker ensures continued access through backdoors & remote access

***At least 140 days in your network



Scammers send an individual(s) a malicious communication impersonating a 
known individual, a business partner, a service provider, a known company, a 
promise of a prize or similar. (Social Engineering)

Vishing - over the phone
Smishing - done over text message (malicious link)

Search Engine Phishing - fake webpage/specific keywords
Spear Phishing - emails designed to target a particular user/organization
Whaling - spear phishing high level employees/positions 



QR codes replace traditional hyperlinks and 

are useful when the end user is utilizing a 

smartphone. However, they can often be 

used as part of a cyberattack, especially 

phishing (quishing).

• Don’t scan a random QR code
• Be suspicious if it takes you to a site asking for 
sensitive info
• Some scammers are putting bogus codes over 
legitimate ones
• Use the same caution for ads that you pick up 
or get in the mail
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Ransomware

A type of malware that 
blocks access to your 
system or threatens to 
release your data unless a 
ransom is paid.

• Typically sent via spear-
phishing email

• Encrypts hard drive
• Demands financial 

payment to decrypt data 
• Broad set of victims 



nomoreransom.org Decryption Key from Law 
Enforcement
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